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Department of Energy -
Washington, DC 20585 " -

Novambhar 24, 20)1

The Honorable John T. Conway . A
Chairman S
Defense Nuclear Facilities Safety Board

625 Indiana Avenue, NW, Suite 700

Washington, D.C. 20004-2941

Dear Mr. Chairman:

In the Secretary’s August 25, 2003, report to you on suspect/counterfeit items (S/CI), the
Department committed that, “Directives will be revised to reflect the process and roles
and responsibilities of the Office of Environment, Safety and Health (EH) and other
organizations. It is anticipated that the Department of Energy (DOE) Order 414.1, DOE
Guide 414.1, DOE Order 440.1A, and DOE G 440.1-6 will be revised to consolidate the
S/CI process and requirements. The EH internal process guide and checklists will be
finalized and approved based on the approved directives.” The purpose of this letter is to
provide you with the status of the Department’s progress in this area.

The Department developed a new Guide, DOE G 414.1-3, Suspect and Counterfeit Items
Guide for use with 10 CFR 830 Subpart A, Quality Assurance Requirements and DOE
Order 414.1B, Quality Assurance, issued on November 3, 2004. The Guide incorporates
the EH S/CI process and updates other S/CI information. It supersedes DOE G 440.1-6,
Suspect Counterfeit Items Guide for use with DOE O 440.1, Worker Protection
Management; 10 CFR 830.120; and DOE O 5700.6C, Quality Assurance, dated June
1997. Additionally, EH has finalized the EH S/CI Process Guide (enclosed) that is being
used to implement the S/CI process and approved it for use. This completes the
commitment described above, which is the final action/commitment outlined in the
Secretary’s August 25, 2003, report to be completed.

If you have any questions, please contact me at (301) 903-8008, or have your staff
contact Frank E. Tooper at (202) 586-1772.

Sincerely,

Frank B. Russo
Deputy Assistant Secretary
Office of Corporate Performance Assessment

Enclosure

cc: Russell Shearer, EH-1
Mark B. Whitaker, DR-1
Frank E Tooper, EH-32 Printed with soy ink on recycled paper
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ACRONYMS
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DNFSB Defense Nuclear Facilities Safety Board
DOE Department of Energy
EH Office of Environment, Safety and Health
EM Office of Environmental Management
FE Office of Fossil Energy
GC Office of General Counsel
GIDEP Government/Industry Data Exchange Program
HQ Headquarters
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1.0 INTRODUCTION

In the Deputy Secretary’s March 18, 2003 letter to the Defense Nuclear Facilities Safety Board,
the Assistant Secretary for the Office of Environment, Safety and Health (EH) was assigned
responsibility for identifying, evaluating, monitoring, managing, and resolving crosscutting
safety issues. As part of this effort, EH has assumed responsibility for activities associated with
suspect/counterfeit items (S/Cls) or defective items from the Department of Energy (DOE)
Quality Assurance Working Group (QAWG). This process guide and supporting manual
provide direction to EH on implementing the S/CI and defective item process.

The Office of Corporate Performance Assessment (EH-3) will use the process guide and
supporting manual to collect, screen, disposition, and communicate information on S/CI or
defective items that could potentially impact operations at DOE facilities.

1.1 S/CI and Defective Item Terminology

The following sections define S/CI and defective item terminology as used in this process
guide.

1.1.1 Defective Items

A defective item or material is any item or material that does not meet the commercial
standard or procurement requirements as defined by catalogues, proposals, procurement
specifications, design specifications, testing requirements, contracts, or the like. It does
not include parts or services that fail or are otherwise found to be inadequate because of
random failures or errors within the accepted reliability level (Reference: DOE M 231.1-
2, Occurrence Reporting and Processing of Operations Information, August 2003).

Manufacturers generally notify their customers when defective items are identified

through such mechanisms as recall notices. Such notices may be directly sent to
customers, or may appear in Federal agency or industry databases.
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Suspect Items

A suspect item is one in which there is an indication by visual inspection, testing, or other
information that it may not conform to established Government- or industry-accepted
specifications or national consensus standards. (Reference: DOE Guide 414.1-3, Suspect
and Counterfeit Item Guide for use with 10 CFR 830 Subpart A, Quality Assurance
Requirements and DOE O 414.1B, Quality Assurance).

Suspect items must be further investigated to determine whether they are counterfeit.
When an item contains indications, but insufficient evidence, of irregularities such as
noncompliance with agreed-upon specifications in the manufacturing process, it may be
declared suspect.

Counterfeit Items

A counterfeit item is a suspect item that is a copy or substitute without legal right or
authority to do so or one whose material, performance, or characteristics are knowingly
misrepresented by the vendor, supplier, distributor, or manufacturer. An item that does
not conform to established requirements is not normally considered an S/CI if the
nonconformity results from one or more of the following conditions, which should be
controlled by site procedures as nonconforming items: defects resulting from inadequate
design or production quality control; damage during shipping, handling, or storage;
improper installation; deterioration during service; degradation during removal; failure
resulting from aging or misapplication; or other controllable causes. (Reference: DOE
Guide 414.1-3, Suspect and Counterfeit Item Guide for use with 10 CFR 830 Subpart A,
Quality Assurance Requirements and DOE O 414.1B, Quality Assurance).

RESPONSIBILITIES

DOE is committed to establishing and implementing a process to ensure that S/CI or defective
items are quickly identified and that actions are taken to ensure safety at DOE facilities. EH has
assumed a corporate leadership role, and is responsible for ensuring the effective implementation
of this process.

2.1

EH Responsibilities

The Assistant Secretary for the Office of Environment, Safety and Health (EH-1),
reporting to the Deputy Secretary, is responsible for ensuring that Departmental
crosscutting ES&H issues are addressed and resolved in a timely manner. These include
Quality Assurance (QA) issues and S/CI or defective items that could potentially impact
operations at DOE facilities.

EH will work closely with the Office General Counsel (GC) and the Office of Inspector
General (IG) to ensure that sensitive or “Official Use Only” information is handled
properly and that headquarters and field organizations get all relevant information in a
timely manner to ensure an effective investigation.

5
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EH-3 has overall responsibility for implementing the EH S/CI process, including:

e Ensuring EH-3 staff are trained and qualified on the identification of S/CI and this
Process Guide,

e Screening data sources to identify potential S/CI or defective items,

e Preparing and distributing Operating Experience Notifications for potential S/CI
or defective items,

e Drafting memoranda from EH-1 and developing, in cooperation with subject
matter experts, GC and IG lines of inquiry for crosscutting or high-priority S/CI
or defective items, requesting that Program Secretarial Officers (PSOs) direct
field element investigations and interface with other DOE offices as necessary,

e Evaluating the completeness of information provided to PSOs on the results of
field element investigations of crosscutting or high-priority S/CI or defective
items,

e Conducting trending and analysis for actions taken on S/CI or defective items,

e Preparing the annual S/CI Report to disseminate information regarding S/CI
trends, analysis, and related quality assurance/procurement issues,

¢ Providing feedback and recommendations to EH-1 on S/CI process
improvements.

PSO and Field Responsibilities

PSOs are expected to:

Provide guidance to field elements on actions required for EH-3 Operating
Experience Notifications,

Direct field elements to investigate crosscutting or high priority S/CI or defective
items in response to instruction from EH-1 via memorandum and lines of inquiry,
Assess and document the results of investigations and actions taken by field elements
and communicate those results to EH-1,

Provide guidance to field elements on actions required as a result of investigations.

DOE field elements are expected to:

Screen Operating Experience Notifications provided by EH-3 for S/CI or defective
items and take appropriate action.

Formally investigate crosscutting or high priority S/CI or defective items as requested
by PSOs.

Report to PSOs the results of investigations for high priority S/CI or defective items.
Use the Occurrence Reporting and Processing System (ORPS) to report identified
S/CI or defective items and take necessary corrective actions.

Notify the IG at the local level upon identification of an S/CI that could impact DOE
operations.
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S/CI OR DEFECTIVE ITEM REVIEW PROCESS

Appendix A contains a flow chart of the EH process used to ensure that S/CI or defective items
are quickly identified and that appropriate actions are taken, documented, and reported. Sections
3.1 through 3.7 describe the various actions within the flow chart.

Data Sources Reviewed for S/CI or Defective Items

EH-3 utilizes the following data sources to identify S/CI or defective items that could
potentially impact DOE operations.

DOE’s ORPS database contains events reported across the DOE complex. Some of
these events describe S/CI or defective items.

The Government-Industry Data Exchange Program (GIDEP) database contains events
reported by both Federal agencies and industry, some of which describe S/CI or
defective items. Access to the GIDEP database is restricted. The Process Guide
Support Manual includes access forms that users must submit to GIDEP. The
Support Manual also describes the GIDEP access, data download, and reporting
processes.

The Institute of Nuclear Power Operations (INPO) database contains events reported
by commercial nuclear power plants in the United States, some of which describe
S/CI or defective items. Access to the INPO website is restricted. The Process Guide
Support Manual describes the process for gaining access to the INPO website and
instructions on downloading information.

The IG website contains reports and other information, some of which address S/CI
and defective items. Access to the IG website is available to the public and can be
viewed at http://www.ig.doe.gov.

Other data sources include notices issued by manufacturers that have not appeared in
one of the above sources, DOE assessments, and field observations.

Note: GIDEP and INPO user IDs and passwords remain active for 6 months and
must be updated at the respective websites.

Database Searches to Identify S/CI or Defective Items
EH-3 staff routinely searches various databases to identify potential S/CI or defective
items that require further review. Appendix B contains a list of keywords to assist in

identifying potential S/CI and defective items.

ORPS Database Searches
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When field elements identify potential S/CI or defective items they report the items in
ORPS. Historically, the majority of S/CI or defective items have been found in ORPS.
EH-3 collects posted ORPS events and screens them for S/CI and defective items with
potential impact to DOE operations. For each potential S/CI or defective item identified
in ORPS, EH-3 prepares a Data Collection Sheet (DCS) and assigns a tracking number.
The DCS is used to facilitate review of the S/CI or defective item and to document the
actions that were taken to resolve the item. The Process Guide Support Manual contains
a sample DCS.

GIDEP Database Searches

At least once per week, EH-3 searches the GIDEP database for potential S/CI or
defective items. After the initial screening for potential S/CI or defective item identified
in GIDEP, EH-3 downloads the information to its network “O” drive and prepares a DCS
from the information.

INPO Database Searches

At least once per week, EH-3 searches the INPO database for potential S/CI or defective
items. After the initial screening for potential S/CI or defective item identified in the
INPO database, the EH-3 downloads the information to its “O” drive and prepares a DCS
from the information.

Note: If S/CI or defective item information obtained from INPO is posted on the
EH-3 S/CI website, reference to utility name, address, point of contact, and phone
number must be omitted from the DCS.

Other Sources of S/CI or Defective Item Data

EH-3 reviews and screens other sources of data for potential S/CI or defective items.
Occasionally, for example, manufacturers, vendors, or end users may distribute notices to
DOE that describe items of a suspicious nature, such as recalled defective items or items
under investigation by the Defense Criminal Investigative Service. Other sources that
may provide useful data include DOE assessments generated from Headquarters
organizations (including IG), field evaluations, and reports on field inspections and
surveillances. For each potential S/CI or defective item identified through other sources,
EH-3 prepares a DCS and assigns it a tracking number.

3.3 Data Collection Sheet Review

3.3.1

EH-3 Operating Experience Review
EH-3 typically reviews DCSs once a week following the morning Operating Experience

(OE) meeting. S/CI or defective items identified through the various database searches
are evaluated to determine what action should be taken. Appendix C provides screening
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criteria to assist this determination. The EH-3 decision regarding actions to be taken is
recorded on the DCS.

If a DCS does not contain sufficient information to make a determination as to
applicability of the S/CI or defective item to DOE, EH-3 may request additional
information. This information is typically obtained from the point of contact listed on the
DCS. EH-3 may also, on a case-by-case basis, obtain input from DOE subject matter
experts to assist in deciding on the appropriate action to be taken for a S/CI or defective
item. EH-3 maintains a list of subject matter experts (SME) by topic on the S/CI website.
The Process Guide Support Manual contains a sample SME list.

An important aspect of determining the significance of ORPS related S/CI or defective
items starts when the initial ORPS event is researched. Many times the initial report
indicates that additional work is being conducted by any of a variety of organizations.
This may have an impact on how EH-3 will disposition the item. Where such follow-up
work is indicated, EH-3 will flag the item for follow-up. The Non-Routine To-Do List
located on the “O” drive shall be updated to indicate that follow-up is needed.

In order to assure that significant events are acted upon in a timely manner, EH-3 shall
conduct routine searches in ORPS to determine whether any final reports have been
issued for items flagged for follow-up. The Process Guide Support Manual contains
further instructions for final ORPS report follow-up.

Potential Actions Taken for S/CI or Defective Items

There are several possible actions that can result from the review of potential S/CI or
defective item events. Appendix C provides more detail on criteria for determining
actions to be taken.

Investigation

e An investigation is warranted if there is clear indication of a crosscutting or high-
priority S/CI, if a criminal investigation is underway or expected to be initiated, or
if a significant regulatory, environmental, health, or safety risk exists.
EH-3’s decision is documented on the DCS.
An EH Safety Alert may also be sent out in advance of the formal investigation.

e EH-1 issues a memorandum within 30 days from the date the item is identified at
the EH-3 OE meeting, requesting PSOs to conduct an investigation.

e Lines of inquiry are developed, and PSOs and field elements initiate an
investigation.

e PSOs document results of the investigation and submit to EH-1.

e Issues identified as a result of an investigation are reported to the IG and in
ORPS.

Operating Experience Notification
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The following are forms of Operating Experience Notifications used to distribute
information on potential S/CI or defective items within DOE.

EH Safety Alert

e An EH Safety Alert is warranted if documentation clearly indicates that a S/CI or
defective item may be involved, and a significant regulatory, environmental,
health, or safety impact exists.

e EH-3’s decision to issue an EH Safety Alert is documented on the DCS.

e An EH Safety Alert on S/CI or defective items will be distributed within 10 days
after being discussed at the EH-3 OE meeting.

e EH Safety Alerts are distributed to DOE Headquarters and Field Element
management.

e EH Safety Alerts shall request a response back to EH-3 whether or not S/CI or
defective items are found.

e EH-3 shall maintain a record of responses to EH Safety Alerts.

e EH Safety Alert are posted on the EH-3 S/CI website.

e Issues identified as a result of an EH Safety Alert are reported in ORPS.

POC Notification

e Points of contact notification are the most common form of Operating Experience
Notification of potential S/CI or defective items. This is done when
documentation indicates that the S/CI or defective item may be in use at DOE
facilities.

e The DCS containing the potential S/CI or defective items shall be posted on the
S/CI website within 10 days after the item was discussed at the EH-3 OE meeting.

e Points of contact are notified via the EH-3 S/CI website and list server
distribution.
EH-3 documents the points of contact notification on the DCS.

e The DCS shall be available on the S/CI website for a period of six months and
then archived.

e S/Cl or defective items identified by field element/contractor as a result of points
of contact being notified are reported in ORPS.

OE Summary

e An article in the OE Summary is warranted if documentation indicates that the
S/CI or defective item may be applicable to DOE facilities.
EH-3 documents the OE Summary on the DCS.

e The article describing the S/CI or defective item shall appear in an OE Summary
within 30 days after the item was discussed at the OE meeting.

e S/CI or defective items identified by field element/contractor as a result of an OE
Summary article are reported in ORPS.

No further action

10
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e This is warranted if there is no clear indication that the event describes an S/CI or
defective item or if the item does not apply to DOE facilities or operations.
o EH-3 documents the no further action on the DCS.

3.4 S/CI Website

DCSs selected for Operating Experience Notification are posted on the S/CI website as either
S/CI or defective items. For potential S/CI, an e-mail notification with a one line description and
link to the EH-3 S/CI website is sent to points of contact subscribing to the EH-3 S/CI website
list server notification. Individuals can subscribe to the S/CI or defective item list server email
notification on the S/CI website. DCSs shall be available on the EH-3 website for a period of six
months and then archived.

3.5  Support Group and Lines of Inquiry

For S/CI items that are crosscutting or of a high priority, a support group of technical, legal, and
investigative personnel will be convened as necessary to assist EH in developing lines of inquiry
to support the investigation. The GC and the IG representatives in the support group will assist
in dealing with sensitive (closely held) or “Official Use Only” information related to ongoing
investigations. No information is to be withheld from DOE and the contractor community except
whether a criminal investigation is planned or ongoing or who may have made the allegation. All
other pertinent S/CI information will be provided. The Deputy Assistant Secretary for EH-3 or
his designee will convene the support group within 10 days of the EH-3 OE meeting identifying
the issue. EH-3 shall provide the support group with the necessary information to assist in
developing lines of inquiry. The support group will be formed on an ad hoc basis and may
consist of representatives from organizations such as:

Environment, Safety and Health (EH) — Lead
Inspector General (I1G)

General Counsel (GC)

Environmental Management (EM)

National Nuclear Security Administration (NA)
Science (SC)

Fossil Energy (FE)

Nuclear Energy (NE)

3.5.1 Lines of Inquiry

Lines of inquiry are developed to ensure that the various organizations conducting the
investigation gather consistent and defensible information. The lines of inquiry are
developed by the support group discussed above, and typically include a set of questions
to guide the investigation. (See the Process Guide Support Manual for sample lines of
inquiry). The lines of inquiry typically specify the scope of the investigation, timeframe,
what to do if S/CI are discovered, and the cost associated with conducting the
investigation. The lines of inquiry are attached to the memoranda sent from EH-1 to
PSOs for crosscutting or high-priority S/CI issues.
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3.5.2 EH-1 Memorandum to PSOs

EH-3 will prepare the memorandum identifying high-priority S/CI issues and requesting
assistance from PSOs in formally investigating the event based on the lines of inquiry
developed by the support group. The Process Guide Support Manual contains a sample
EH-1 memorandum. The memorandum shall be prepared within 30 days of identifying
the issue and is forwarded to EH-1 for signature and distribution. The memorandum with
lines of inquiry, will request that PSOs respond to EH-1 with a plan and schedule for
completing the investigation. Distribution of the EH-1 memorandum is determined on a
case-by-case basis.

3.6 Investigation of Crosscutting or High-Priority S/CI Items

PSOs will direct their field elements to conduct an investigation of the crosscutting or high-
priority S/CI issue. PSOs will notify EH-1 of their plan and schedule for conducting the
investigation. PSOs will document the results of their investigation, whether or not an S/CI is
identified, and evaluate any impact. If an S/CI is identified, an Occurrence Report is submitted
to ORPS, and the IG is notified in accordance with the requirements in DOE O 221.1, Reporting
Fraud, Waste, and Abuse to the Office of the Inspector General. The PSOs will also develop the
appropriate corrective actions to address the S/CI issue and collect the cost associated with this
effort. The documented results of the investigation, including any corrective actions, are
forwarded to EH-1.

3.7 EH Review, Consolidation of Results and Inquiry Closeout

EH will consolidate the results of the PSO investigation reports and review them for
completeness. EH may make recommendations to the PSOs regarding the report results. EH
will forward consolidated information such as cost data and other information to the IG or other
organizations as appropriate to closeout the investigation. EH-3 will use the results of
investigations as input to the annual S/CI report. A sample investigation closeout package is
contained in the Process Guide Support Manual.

4.0 ENTERING S/CI OR DEFECTIVE ITEM INFORMATION IN GIDEP

The Office of Management and Budget (OMB) Policy Letter 91-3, requires agencies to establish
policies and procedures for using GIDEP to exchange information, examine GIDEP information
and promptly disseminate safety-related information, conduct assessments of the effectiveness of
their programs, and establish procedures for involving the IG in S/CI issues, including receipt
and dissemination of sensitive information.

EH-3 shall review S/CI ORPS entries and ensure that appropriate information is entered into
GIDEP as required by OMB Policy Letter 91-1. The Process Guide Support Manual contains
instructions about entering S/CI information into GIDEP.

12
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5.0 PREPARATION OF THE ANNUAL S/CI REPORT

EH-3 shall prepare an annual S/CI report that documents S/CI and defective items that were
identified and their disposition. This includes both high-priority and lower-priority S/CI items
that were contained in Operating Experience Notifications and investigations. The report will
characterize the current status of the S/CI process, corrective actions taken, and
recommendations for improvement.

Lessons learned and training issues will also be included. The annual S/CI report provides
historical data and trend information regarding discovery and disposition of S/CI in the DOE
complex.

The intent of the annual S/CI report is to disseminate information regarding S/CI and defective
item trends, analyses, and related procurement/quality assurance issues. The report is provided
to DOE management to relay information on progress within the Department on S/CI and
defective item issues. The Process Guide Support Manual contains portions of a previous annual
S/ClI report as a guideline.

6.0 TRAINING
EH-3 staff shall be trained on identifying S/CI or defective items and on the EH S/CI process.
7.0  S/CI PROCESS IMPLEMENTATION REVIEWS

EH-3 shall periodically conduct S/CI process implementation reviews at selected DOE facilities.
The purpose of these reviews is to:

sample implementation of the S/CI and defective item process in the field

communicate expectations for the S/CI and defective item process implementation

gather feedback on issues encountered in S/CI and defective item process implementation
solicit improvements in the S/CI and defective item process

The S/CI process reviews should be conducted by a team with representatives from EH-3, the
Headquarters PSO and the site. The process review should be in the form of a self-assessment
that determines the effectiveness of S/CI process implementation by sampling. Tracing the
response to Safety Alerts is one example of sampling. Other samplings could be site specific.
The results of the S/CI process reviews will be discussed with site management prior to
departure.

8.0 RECORDKEEPING
DCSs, the annual S/CI report, and other EH-3 reports detailing activities associated with S/CI or

defective items shall be maintained electronically, on the EH-3 S/CI website and in a location
accessible to EH-3 personnel. The records shall be maintained for at least five years.

13
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Suspect/Counterfeit and Defective Item Process Flow Chart
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Appendix B
Suspect/Counterfeit and Defective Item Keywords

The following list contains keywords and phrases related to the S/CI and defective item process.
This is a sample of keywords and should be considered red flags to help assist in the
identification of potential S/CI and defective items during searches of the INPO, GIDEP, ORPS,
and other databases. By themselves, some of the words and phrases may not be indicative of an
S/CI or defective item, but combinations may point toward the need for closer evaluation to
make the appropriate decision.

Defective Items Suspect/Counterfeit Items
- non-conformance with - alleged falsification
specifications - falsification
- investigation - potentially fraudulent
- further investigation - problems with testing
- enforcement action - fraudulent data or certification
- defect - complaint
- component failure - under seal
- returned to supplier - litigation
- unexpected failure - quitam
- new...failed - improper certification
- returned to supplier - Improper marking

- invalid data

- unapproved parts (Federal Aviation
Administration term related to
S/CI)

- Defense Criminal Investigative
Service (DCIS)

- Inspector General (IG)

- held for IG

- suspect

- counterfeit

- returned to supplier

- investigation

- further investigation

- 1dentical data or certifications

An extensive list of terms and phrases related to actual S/CI and defective items such as:
- improper weld

- missing or improper manufacturer’s standard markings

- evidence of tampering

- document not traceable to the item procured

can be found in Suspect Indications List of the Suspect/Counterfeit Awareness Training
document found on the EH S/CI website at https://info.eh.doe.gov/sci/refdocs/.

15
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Appendix C
Criteria for Determining Level of Action for Potential S/CI or Defective Items
Screening Criteria for Operating Experience Notifications Potential EH-3 Action
£ g S| 2% 8
» = Eal =
Question No Yes 3 E § Sl sz &
g« s xs| &
g S | =2 >
S < <| 5
Does the issue require any EH-3 See additional screening Additional information on the issue will be
involvement to obtain additional criteria. obtained from Headquarters or field SMEs
information? and/or the DCS point of contact. No action
required until additional information is
evaluated.
Is this a repeat occurrence? See additional screening Previous occurrences should be reviewed to X X
criteria. help determine action to take.
Does the issue affect more than one site | Scope of S/CI or defective | Scope of S/CI or defective item may be
or have the potential to affect more than | item implications may be | crosscutting with complex-wide applicability. X X
one site? limited and can be OE notification required based on
addressed by the applicability to DOE facilities and operations.
respective site.
Has the issue been declared S/CI or See additional screening S/CI has already been declared. OE
defective, or does it have the potential criteria. notification required based on applicability to X X X X
to be declared S/C1? DOE.
Is an investigation underway or about to | See additional screening An investigation is in progress. OE
be initiated regarding potential criminal | criteria. notification required based on input from IG X X
activities? and GC and applicability to DOE facilities
and operations.
Does the issue have any immediate or See additional screening Scope of S/CI or defective item may be
potential regulatory, environmental, criteria. crosscutting with complex-wide applicability. X X X
health, or safety impact? OE notification required.
Could other organizations address the See additional screening EH transfers action to appropriate
issue more appropriately? criteria. organization. No further action required,
Does the issue have any complex-wide | See additional screening Scope of S/CI or defective item is crosscutting
procurement implication? criteria. with complex-wide applicability. OE X X X X
notification required.
Note:  EH-3 staff will use professional judgment in determining the potential actions to be taken using the above criteria.
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ACRONYMS
DCS Data Collection Sheet
DNFSB Defense Nuclear Facilities Safety Board
DOE Department of Energy
EH Office of Environment, Safety and Health
EM Office of Environmental Management
FE Office of Fossil Energy
GC Office of General Counsel
GIDEP Government/Industry Data Exchange Program
HQ Headquarters
IG Inspector General
INPO Institute of Nuclear Power Operations
LOI Lines of Inquiry
NA National Nuclear Security Administration
NE Office of Nuclear Energy, Science and Technology
NRC Nuclear Regulatory Commission
OA Office of Independent Oversight and Performance Assurance
OE Operating Experience Program
ORPS Occurrence Reporting and Processing System
POC Point of Contact
PSO Program Secretarial Officer
QA Quality Assurance
SC Office of Science
S/CI Suspect or Counterfeit Item
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Revision: 1 Effective Date: /2?-; e Z
Approved

Leailé e L «

(_:é44/,(/_° ] gep At Sl "/L?//’ /
Deputy Assistant Secretary for Cofporate Pgﬁormance Assessment Date
Recommended
. C

Q7//( (’/“/[i /,(‘j s e — i /(.z / l

Director, Office of Analytical Studies / Date

1.0 INTRODUCTION

In the Deputy Secretary’s March 18, 2003 letter to the Defense Nuclear Facilities Safety Board,
the Assistant Secretary for the Office of Environment, Safety and Health (EH) was assigned
responsibility for identifying, evaluating, monitoring, managing, and resolving crosscutting
safety issues. As part of this effort, EH has assumed responsibility for activities associated with
suspect/counterfeit items (S/Cls) or defective items from the Department of Energy (DOE)
Quality Assurance Working Group (QAWG). This process guide support manual provides
direction to EH on implementing the S/CI and defective item process.

The Office of Corporate Performance Assessment (EH-3) will use the process guide and
supporting manual to collect, screen, disposition, and communicate information on S/CI or
defective items that could potentially impact operations at DOE facilities.

2.0 SUPPORT MATERIAL TO THE EH PROCESS GUIDE

The information contained in this support manual provides instructions on how to access various
databases and examples of documents that EH-3 personnel will be required to develop as part of
their activities in implementing the EH S/CI and defective item process. Example documents
should be modified as required to meet specific needs.

3.0 DATABASE ACCESS INSTRUCTIONS AND SAMPLE FORMS
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3.1 EH-3 Data Collection Sheet

DEPARTMENT OF ENERGY
OPERATING EXPERIENCE WORKING GROUP
DATA COLLECTION SHEET
ISSUE
CPSC Recall of Light Fixtures
TRACKING NUMBER SOURCE OF ISSUE SOURCE TRACKING NUMBER
DCS 655 GIDEP AAN-U-04-76
(CED 04-01-04)
DESCRIPTION

The following product safety recall was conducted by the firm in cooperation with the Consumer
Product Safety Commission. Consumers should stop using the product immediately unless otherwise
instructed.

Name of Product: High Intensity Discharge (HID) light fixtures with acrylic lenses and/or
reflectors

Units: About 52,600

Manufacturer: Lithonia Lighting, of Conyers, Ga.

Hazard: A component in the light fixture can leak fluid, which can degrade the acrylic lenses and
reflectors, causing them to crack and fall. Falling pieces of acrylic can injure someone below the
fixture.

Incidents/Injuries: Lithonia is aware of 42 incidents where pieces of acrylic fell from fixtures. One
person suffered a laceration on his forehead when a piece of an acrylic lens fell.

Description: These are Indoor HID light fixtures with acrylic lenses and/or reflectors. They are
generally used in industrial and commercial locations such as retail spaces, warehouses, and
gymnasiums. Only certain models of specific wattage lights are included in the recall. Check the
Lithonia Web site for a list of the specific model and wattage combinations included. All recalled
fixtures were manufactured in Crawfordsville, Indiana, and have a date of manufacture from
November 2002 through October 2003. The models, wattages, city and date of manufacture, and
"Lithonia" can be found on a label attached to the ballast housing.

Sold by: Lighting and electrical supply distributor nationwide from November 2002 through
February 2004.

Manufactured In: USA

Remedy: Building owners and managers with recalled fixtures should contact Lithonia to verify that
the fixtures are included in the recall and arrange for a replacement of the fixture or faulty
component. Lithonia and their distributors are directly notifying customers who purchased the
recalled fixtures.

Consumer Contact: Lithonia Lighting 866-345-2294 8am-5pm ET M-F
www.lithonia.com/indoorHIDacrylicrecall/
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OE GROUP ACTION
04-21-04 Potential DOE applicability — Post on S/C-DI website as a defective Item
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3.2  Final ORPS Report Follow-up

An important aspect of determining the significance of ORPS related S/CI or defective items
starts when the initial ORPS event is researched. Many times the initial report indicates that
additional work is being conducted by any of a variety of organizations. This may have an
impact on how EH-3 will disposition the item. Where such follow-up work is indicated, EH-3
will flag the item for follow-up. The Non-Routine To-Do List located on the EH-3 “O” drive at
0:\QA EH-3 and historical QAWG\Follow-up SCDINSCDI To Do List shall be updated to
indicate that follow-up is needed.

In order to assure that significant events are acted upon in a timely manner, EH-3 shall conduct
routine searches in ORPS to determine whether any final reports have been issued for items
flagged for follow-up. The following search process has been developed for this purpose:

1. Type in the Boolean Logic Box: (14 or 17) and 35

2. Hit Refine

3. Inbox 14, under Nature of Occurrence, select: Search RC Only. Under Reporting Criteria,
select 4C(1), 4C(2), and 4C(3).4. In box 17, under HQ Keyword Before 2003, select: Search
New HQ Keywords Only. Under HQ Keyword On/After 2003, select 11E and 11H.

4. Inbox 35, select >/= to your date.

5. Hit Finished Searching.

In order to keep track of the final ORPS reports identified during the routine searches, EH-3 shall
download “html” ORPS query to the EH-3 “O” drive at 0:\Q4 EH-3 and historical
QAWG\ORPS-OBITT Searches\Final ORPS report updates. This will assist in maintaining a
record of the work conducted, allow for future viewing to assist in analysis, and provide an easy
source to access when compiling information for the annual S/CI report.
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33 GIDEP Access and Data Download Process

1. As with ORPS, access to this website requires a User ID and password which are
obtained through GIDEP that are active for a 6 month period. Users are notified when
the 6 month date is approaching and to change their password within approximately 30
days of expiration.

2. Section 3.4 contains the forms users need to fill out and submit to GIDEP at (FAX) 909-
273-5200 to obtain a User ID and password.

3. Information on how to join is located at the Internet website: http://www.gidep.org/.

4. Approximately twice weekly, the EH-3 OE Group logs on (Slide 0) and accesses the
GIDEP database by selecting “Enter Now” (Slide 1 below) and then “Search Database”
(Slide 2 below) at: http://members.gidep.org/gidep.htm . While there are many issues

involving defective items posted on this website, S/CI events are rarely observed.
Slide 0

Connect to members.gidep

GIDEP Database UserID/Password

User name: ﬁuw;;“ o L

Password: 'm'~ T
[Y]Remember my password

[ ok ][ caxel
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$ uttzaton (PURS)
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5. Relevant S/CI and defective item information can be accessed from the “GIDEP
Database” by selecting “Advanced Ssearch” (Slide 3). Within this database, “Failure
Experience:” (Slide 4) should be selected.

Slide3
‘A GIDEP Quick Search Mvicrz;tsno—{.iuinbtcl;n‘cl [xplr;rer pravided by cXClTEH '
Bie ER Yew Favorkes Jools Hebp

Qo s X F] s T reare @fees g -
gt @Wiffﬁ?d&a‘m.uwgmwmm . - e R . - . v; o

GIDEF .

GIDEP Quick Search

NOTE: A search value that contams a dash or hyphen should be enclosed by *() " eg (4114107-1).

Search ] OR CONTINUE TO __ Advanced Search |

DEFINITIONS

Distribution Policy
The following is taken from Chapter ! (Section 1.11) of the GIDEP Operantons Marual.

Information distnbuted by GIDEP may contam techrical data whose export is restricted by Arms Export Act (Tide 22, USC Sec. 2751 Et Seq) or Executive
Order 12470. GIDEP mformabion is prowided to GIDEP participants and users on a pnvileged bass for dissermnation and uhlizaton within their orgamzations.
Distnibution 15 aot authorized outside of the participant’s organization. All matenials distnibuted by GIDEP are government fumnished materials (GFM) and must be
controlled as such Current materials must be returned to the GIDEP Operations Center, P. O. Box 8000, Corona, CA, 92878-8000 upon request. A current st
of matenals is available from the GIDEP Operations Center

GIDEP matenals or documents may not be released to the news media, m whole or in part, without the approval of the GIDEP Program Manager and the

I

£] Dore @ internet
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Slide 4

‘A Report Selection  Microsoft Internet Fxplorer provided by eXCITH

Ho (R Yow Fgorkes Jooks Heb

Tt data. ok,

OM’ . :\] é‘.{‘} .;\ L sewch < pavoes gMmeds GX -

"
foab

GIDEF, ...

Report Selections

Choose onz of the report types below.
{>Engneenng

() Fahare Expenence

{2 GIDEP Specific Documents

> Metrology

(O Product Change & Product Infsrmation
€ Relubility- Mamsamabilty

73 Urgent Data Requests

O DMSMS

( Chemucals and Matenals

> All Data

l Submit Search

£ (one

1 GIOEP Wain Menu | Help i Log Duti

DEFINITIONS

@ Ntesnet

fip ER  Yew Fgvortes Took tep

6. Next, select “Computer Entry Date” (Slide 5)
Slide 5

X GIDEP # ailure Experience Report Selection  Microsof! Internet § xplorer provided by eXCiif

@8 X E] 0 sewn o Favres WPMeda £ 0 -

L6 ] hitp: fgdep-data.odep. or glcg-bind Vﬂﬁo £, M
| QIUER Main Meny_ | Help | Log Ot i

Gl D El ,‘lﬁmlmsg

Failure Experience Searchable Fields

For multiple feld search hold down Cirl while clicking on each field name

Select Beld(s) from the fellowng

Computar Enny Diate B lméubmn Q_ué&”n Res-ét—]

Document Numbes :
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Typs Designetor

Cago Code

Manutacturer Name
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7. Next, select the desired period of time for the posted events during that timeframe (Slide
6). Then review the posted GIDEP events for S/CI or defective item occurrences.
Slide

Bl Edt  Yew Fgvorkes Yook Hebp o
Qoo - x| 2] Csemch o Fovores WBbmede G <

fuos B Netp:joidep-dota.gidep. o glegi-binfunclfsearch1 N v e ﬂ Go i

| GIDEP Main Meny | Help | Log Duil

 GIDEP,..

Failure Experience Report

You have selected to search on the following:

Computer Entry Date

Use the left set of boxes for smgle entnes, and both sets ONLY for the "BETWEEN" option.
BETWEEN ~|26 v|MAY v!2004 v AND _
23 v MAY v v

| Submit Query ”Resel

DEFINITIONS

&] Done @ Internet
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8. Download each of the relevant S/CI and defective item (Slide 7) as individual files onto
the “O” drive at O:\QA EH-3 and historical QAWG\GIDEP searches\EH-3 GIDEP
searches May 2003 and after.

Slide 7

‘3>GID~FP Dac;;mcnl Sca;ch Results - Microsaft Internet Explarer pravided by eXCIit
Fe LR Yew Favortes Jooks Hep

(o Back ~ . LK) ;‘,(i ; /' * Search ‘/' Favorkes %"mda 67 v

Fi s, 8] Wekpsfdep-dats. gden. orglcg-binfunpifsearth2_sew - PR

GIDEF... A

Failure Experience Report Results

To view docurnent textimages, chck on hypertext lmk (document number). To collect mformation from each document, use mdindual checkboxes, and then chck
on the Subdmit button

DISTRIBUTION POLICY
Query:
COMPUTER ENTRY DATE EETWEEN 0472672004 AND 04/29/2004 AND DOCUMENT DESIGNATOR ='AN' AL’ 'LL.PA"'SA’'
DEFINITIONS
([ SubmnOuey [ Reset]
Yon found 14 1ecord(s)
Document
Document Number C DD Date CEIDate Title
1 (Jy3-a-04-024 AL 29~APR~2004 23-APR-2004 TRANSISTOR, TO-18 DEVICES, INADEQUATE BOND WIRE DRESS
[ aAAN-U-04-95 AN 29-APR-2004 29-APR~2004 NRC INFORNATION NOTICE 2004-09: CORROSION OF STEEL CONTAINMENT AR
OLL-u-04-118 LL 27-APR-2D04 29~APR-2004 VOLTAGE ARPLIED TO CASE OF LEAKAGE TESTER BY AZTEC BATTERY CHARGE
[JLL-u-04-115 iL 27-APR-2004 29-APR-200494 CLOSING CALIBRATIONS NOT PERFORMED FOR METE BEING INACTIVATED
DLL—U-01-113 LL 27-APR-2004 23-APR-2004 OUTDATED DOCUMENT RETRIZVED USING A VED BROWSER
[JaaN-u-04-95 AN 28-APR-2004 29-APR-2004 NRC INFORRATICN NOTICE 2004-08: REACTOR COOLANT PREZSSURE BOUNDARYY
< >
4} Done © Internet
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9. Following the download of the GIDEP S/CI or defective item, log off the system and
select the “Utilization Report” portion of the website (Slide 8) if at least one individual
GIDEP event was accessed during the session.

Slide 8
)‘AGH)IP Duidbdsc Access - Microsoft Internct Explarer provided by chlli v
Ele ER ew Fpokes Jods Meb

Qe - x4 , isewch - Favorkes @RMMeds € - -

e 4] Mtpffgdep-dota. gdep. orglokjdatabase o T P w @

Gnvémﬁmn%m@wtry Data Exchange Program

NOTICE: vou must be a registered GIDEP panicipant to access this site. if you
are not a registered participan! exit nowl
This U S. Government System is subject to monitoring.

’m, Search Database
Roster On-fine
Utikzation (PURS)
Urgent Data Request

Cfficial Business

B LN - -

Single Part Search
Change
Password @

&) Dore @ Internet
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10. If the event accessed did not contain relevant S/CI or defective item information that will
be discussed at the daily OE Group meeting, then fill out a “no impact report.”

11. If the event does contain relevant S/CI or defective item information that will be
discussed at the daily OE Group meeting, then fill out a, “Impact Report” for that event.
Section 3.4 contains a sample statement that can be inserted into the explanation section
of the impact report. Also, check off and fill out an estimated cost savings, where
designated, for $1000 and then submit the report.

12. This process must be repeated for each GIDEP event that is accessed. While these
reports need to be filled out before the end of the fiscal year, it is encouraged that the
process be followed during each access session so that the report load is not over
burdensome and to prevent the possibility of forgetting to complete the reports at a later
date. The EH-3 lead for GIDEP will review draft GIDEP utilization reports, and approve
and submit them to GIDEP electronically (Figures 9 and 10). Failure to complete the
reports will eventually result in GIDEP database access denial.

Figure 9

2 GIDEP Utilization Reports Required from (rganization: UWZ - Microsof! Internet Explarer provided by eXCITE -
Be [dt Yyow Favorkes Jook Heb o
(e - = 2 L sewch | Favorces WEMMeds £ - .

" ] hito:/fgdep-date. gdep.ora/pursipurs open._man st o7 s= ot 662337488 _ . R > L I

: Required Reports : Subsmitted Reports | GIDEP Database | Help | Lag-Out

i Participant Utilization Reporting System :

; e e S

: Required Reports:

UW2 has 4 documents that now require Utiization Reports {0 Select List Option:
Working). 4 Drafts await your final review and submittal. Click a  ShowAll v
column heading to sort the ffst.
Q!Mmmm! Document Title Access  Nodmpagt tmpactBeneflt Accessed
Number Date Repont Repont By i)

i CPSC, FLUKE CORP ANNOUNCE RECALL OF ELECTRICAL TESTING MARK E

p AANUER  oupoNENTS 06-MAY-2004 Revew Dl peyrg

| FZAQL2A  TRANSISTOR, TO-18 DEVICES, INADEQUATE BOND WIRE DRESS 06-MAY-2004 Review Drat ';@%@E

g

1 NRC INFORMATION NOTICE 2004-03. CORROSION OF STEEL CONTAINMENT AND ) MARK €.

| AANUDER  conTANMENT UNER O&-NAY 208 Bavize Lraft PETTS

i VOLTAGE APPUED TO CASE OF LEAKAGE TESTER BY AZTEC BATTERY ) MARK E

| LLDEUS cpiapceER 06-MAY-2004 Review Draf MARK

: {* ANY DTHER UNLISTED DOCUMENT *) ' Blank Form Blank Fom  (*Any User')
Regurred Reoogs | Submimted Reports | GIOEP Datsbace | Halp | Log-Qul
Questions? Send e-mail to ythizalion@qidep org or call the GIDEP Help Desk: 909) 2734677
] Done . T T a T T o . V ) o ‘ Internet
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Figure 10

3 GIDEP Impact/Benefit Utitization Report: UW2001 2004 00082  Microsoft Internet {xplorer provided by eXCilt = L ;
Blo [t yew Favorres Jooks Hep n
(oo = X] B, sewch o cFavemes WMMeds $H o .
4 <o+ 8] Hto:HHgdensdota. g, oralours ours _benefit_form. pitom sdfH0F 230748046 11 2066 77 da0KStrkm 410701 T ) Y - IR
Required Regorts | Submilied Reports | GIDEP Database | Hele | LoG-Qi ~
GIDEP ImpactBenefit Utilization Report Status: Editable
Reference Number. UW2001-2004-00082 Diaft - Since 05-1RAY 2004

NOTE: items marked with * are Required before Submiting Report.

Utitization Type: Datrhase Access
Accessed by: UW2001 (MARK E. PETTS)  Date Accessed: 06 JAY.2004
GIDEP Document Number: AAN.3.04.96

Document Thie: CPSC. FLUKE CRP. AHNGURCE RECALL OF ELECTRICAL TESTIHG COMPUHENTS

* Describe helow how you henefitad fiow this document:

%Tbe impact associated vith capturing this GIDEP report vas that potentially ~
;significanc quality assurance issues vere tdencified thac mighc affect the
leffecriveness and safecy of operations at DOE facilities. This informetlon wvas
]:orusrded to relevant DOL pevsonnel to read and take corrective action, where
appropriate. The mavings of this exercise 1s that one person was performing the
worx to avoid dupiication of effort by upwards of 100 persons in our field

'cffices. The effort included Cesding all of the GIDEP Dstabase titles during 8 v

Benefit Line ltam t

* Program Affected: Dep'tof Eﬁer_gy_ o Benefiting Agencyfs):
PartHodel Numbes: ) ~ *Adnnmgree Deparment of Energy v
Equipment Name: ) ’ ) CdOthice A B T ’ T
*Expendiie  Add Atachmentis) . Add New Attachment:
Pievention: o1 eutet totak: 1.000 -Select— v
| [ Reset ][ Save Repor, Do Not Submit Yet )| SubmiRepon |

| Add New BenefitLinetem | Conventto No-impact Repon 11 Return to User tor Re-woitk }

v

£ Done

33 GIDEP Access and Data Download Process (continued)

® internet

12. The DCS shall be maintained at O:\EH-3\QA EH-3and historical QAWG\Data
Collection Sheets.

13. Section 3.1 contains a sample DCS.

14. The GIDEP Help Desk (909-273-4677) can answer questions regarding authorizations
and access.
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3.4  Sample GIDEP Utilization Report Statement for S/CI with potential DOE Impact

The impact associated with capturing this GIDEP report was that potentially significant quality
assurance issues were identified that might affect the effectiveness and safety of operations at
DOE facilities. This information was forwarded to relevant DOE personnel to read and take
corrective action, where appropriate. The savings of this exercise is that one person was
performing the work to avoid duplication of effort by upwards of 100 persons in our field
offices. The effort included reading all of the GIDEP Database titles during a given time period,
opening up and reading all reports that appeared to have potential quality assurance significance,
capturing the relevant information from the reports deemed significant, and providing the
information to the DOE EH-3 for distribution to appropriate personnel at our field offices.

Estimated cost savings — total time spent for the report is about 15 minutes from initial look at
the title to providing the information for distribution. The average hourly rate for the employees
is about $40. Hence, 0.25 hours x $40 = $10/employee/event x 100 employees = $1000 saved
for this report.
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Sample GIDEP Participation Request Form

GIDEP PARTICIPATION REQUEST p—P———
Owly
. N . . .. . . —————
We hereby request participation in GIDEP and agree to abide by the GIDEP Participation Requirements CRE Opmtocm e
shown below. oo
e —

The company/activity official authorizing participation is:

Narme:

Tile:

Signature:

Phone:

Our U, S. govemment contract number(s) is/are:

Our Commercial and Government Entity (CAGE) code is: D D D D D

Our appointed GIDEP Representative will be:

Narne (Last, First, M.1.)
Job Tide:
Activity/Company:
Mailing Address:
City, State, Zip
Nature of Business:
Telephone number:.  ( )
FAX number: ( )
E-mail Address:

Note! This application may be stored electronically and the scanned signature will be treated as an original signature,
Send this form together with at least one GIDEP User Authorization form to:
GIDEP Operations Center, P. O. Box 8000 Corona, CA 92878-3000 Or FAX: (909) 273-5200

GIDEP PARTICIPATION UIREMENTS

BLIGIBILITY  Quy the following types of activitier ape eligRie for ADEP partuipation.

a4, AnU. S. Qcvanment agency.

b Apagercy of the Canadun Department of Nunonal Defence

¢ AnU. S o Qanadian bomess wiganzaton that dir Oy of sndirectly patandes sy aiprass t, material of services tndet U 3. o Canadian government contract
d. Abtensed U S, pabbe ctilites company.

TERMS AND CONDITIONS QIDEP 1nfrmahin s provided ar « privBegeddens. Rarttipants wust agree o the following terns and condrtrrs:

Duseminatrn and of QIDEP infonuahon is hoted 16 particpant,

CRDEP puliapat must safegaatd GIDEP dats tn accoxdarca wih the Srcunty and Techadkogy Transfer restnctivns of e U & Govesament

GIDEP paftxjpanls mast obl o8 parmirnon from the doc ument ongmator o the O DEP Progiam Massgas pnar 1 talessing infamaton 0 a00- ardci pams
GIDEP partic (paalz mias contal sccees to the HDEP WES dubee

OIDEP particquints mast followr the Informetyon Sevanty Pubiey shown an SIDEP User Authonzaticn fomm

CKDEP parte fpants mat retum GIDEP matenals if partcipation is wimumaed

neaas g

RBQUIREMENTS  The following mquuommts apply 1o 8l eligible partcipants. The purtx quting &« 8wty must

Indicate Priceary Areas of Interest on AUDEP User A uthanizaticn fonm.

Suppert and promoke the GIDEP misskn

Ouzigrate, 1n writing, « HIDEP R epresordative and persons that will be wsing the OIDEP datebase
Establith in-house procedurer for vtikiratcn of RTEP

Sutent dox wienk for inchunon in the ADEP datatwee

Sabnitan U TPOR asIng L of at et annually.

moanroe

COST  Partx ipants are e pxasnhie for thes own in- oase core, m.hiughhd eqrupmu and Inenetaccess andlor pheee gnodom)
POLICIES AND PROCEDURES ~ Theabowe p I o ped freen the HOEP Operazons Manual

oIl
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Sample GIDEP User Authorization Form (continued)

Reserved tor Otfkce Use
{OME PORM IS REQUIRED FOR EaCH GIDEP DATABASS USFR} Only
UTCA TED
By signing this authorization I certify. as a authorized GIDEP official basiness user, that 1. “::ﬁ,::v‘gm?
Qomem, Ca ALS SRCURITY
1. Have read and understand the Information Security Policy below dated 2 August 1999. R
oD p—
2. Agreeto comply with the terms and conditions of the Policy shown below.
1. USER NAME (TYPE OR PRINT): 2. DEPT/MS: 3. PHONE:
)
4. Job Title City of Birth (for security use) 5. E-MAIL ADDRESS
6. SIGNATURB: 7. ORGANIZATION: 8. PARTICIPANT CODE:
(if asxigned)
9. PRIMARY AREA(s) OF INTEREST: (Select all that apply.)
U Engineering Data U Failure Experience Data U Reliability Mainainability
0O Metrology Data O Product Information Data  (DMS/MS) Data
10. HOW DID YOU HEAR ABOUT GIDEP? (Select ail that apply.)
U World Wide Web U ExhibivShow U Clinic (Year)
O GIDEP Representative O GIDEP Workshop (Year/ Location)
O Contractor O oOther

This Part Mwi De Completed ¥y the GIDED Representattr

1 support, as the GIDEP REPRESENTATIVE, the policies and procedures stated in the INFORMATION SECURITY POLICY. 1 will
notify the GIDEP OPERATIONS CENTER It THE ABOVE GIDEP USER no longer requires access to the GIDEP databases. This
application may be stored electronically and the scanned signature will be treated as an original signature.

22. GIDEP REPRESENTATIVE (TYPE OR PRINT): 23. DATE:

24. SIGNATURE:

INFORMATION SECURITY POLICY
2 August 1999

Purpose: To make known general Automated Information Systems (AlS) security guidelines for acceesing databases where communication is
via approved Internet web or modem to U. S. Government (NAVY ) computer systems.

Scope:  These procedures set forth the basic AIS security protocol for signiag-on, signing-off and general use of the host computer system,
Thess sacurity guidelines comply with DoD Manual $220.22M and OPNAVINST $239.1A. Access to GIDEP information is controllad though a
saries of gnod cperating practices and privileged passweords assigned to authorize users. Misuse of pasewords and the accass obtained by their usage
can tesult in danial of furher GIDEP usage and possible panalties under 18 USC 1905 and other applicable sarutory rsgulations.

Password Contrel The GIDEP repmsentative for each participating activity will submit « GIDEP USER AUTHORIZATION (GUA) form for
each user to the GIDEP Operations Center. The GIDEP Operations Canter will isaue a temporary paseword for each naw uzar identified on the
GUA. This password is valid for a period of fifteen (15) days and muet be changed by the user before aceassing the GIDEP daabase. The
password should be changed at three to gix momh intervals, but no longer than six monthg, or anytime actual or sucpected compromise of the
password has occurred.

When the user resigns, has been terminatad tranefers, o1 has no further authorized use for his/ber passwords, immediately sotifisd the GIDEP
Operations Center Help Desk by s-mail (gidep@gidep corona navy mil) or Phone ($09) 273-4€77.

Do NOT share your passwords. You are responsible for all activity initiated undsr your password.
Do NOT leave the computer unattended when logged on to GIDEP. Teminate wab access when a session is completed.

Rapent suspscted tampering or security violatiens to the company security personns! and the GIDEP Operations Center. Stop processing data
unti] the system can be checked.

Dsta Mamagement Do act procest clusafied mformaticn  Prodect all HOEP infusmatcn (hitd copy and electranx, mesha) fram wactharimd disckanre. 1 in doubt about proper

security procedures, pleass contact your security manager and/or the GIDEP Operations Center for further assistance ot information.
o1ml
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3.6 INPO Access and Data Download Process

1. Each EH-3 INPO user can access the INPO website
(http://www.inpo.org/inpo/HomePage.asp) from their personnel work computer following

www,inpo.org

User name: €} inpo1/DOED2 v

password: e
Remember my password

[ ok ][ cancel |

2. Enter the User name and password. Obtain both from Earl Carnes, EH (301-903-5255).
Earl changes the logon password every 6 months.

3. Select “Nuclear Network.”

X INPO Home Page  Microsaft internet Explorer provided by eXCITE

He [X \Yew Favates Joos Hep
- - vl -
L Semch Pavortes .’H«h & ”
vede o
Site ‘Resource | Muciear | PO | .| Contact | Change ~
Seareh Loy | Digest l Catendtar | FE | “us | Passwors
Opes ating Cxpecience IR f I s
1 b ®
Anatysis {
o
et l/\ m INPD
Consalrdated Data Entry - V‘L j (
’ 3 i i
oPrX NPRUS Reparts Sl Institute of Nuclear Power Operations
Sheriny mntemation fo; taceilnce m safety and parfarmance ]
Plant Fushadtinns
YO PAESIWOCA VATl xpies iR G0 a8yS CUEX HEKEDD i,
Orqenzational charge your pessverts. What's New !
titectveness i
Safety Culture Ths Da0e Wt 1ast OCMed on 5/10/2004 x 1o Ares
Accredntation & fraining Woik, Pov. 3
Arsestance Woikshop OF Vanteat Dhge st -
i Opcrations (genons —————,‘-
L petenance issuas of D
j Mamtenance Reocently Revised JITs Concern ¥
t " “E aglin %,
ngincening "y i"
Maternals —
~Hol Sadicia Wok Areg, Rey |
Chernmiry I3 510e Just-in-Time %%
Radtotoqical Protection Operating . L"
4 Phk nfoimed Opetational Decision Expenience -
Emergency Prepateduess .
Management Course i
Human Pestormance fd v r
| Oumeqe and Vark Davis-Besse
Msnajemnent Hoger Rell, Apill 2004 Vessel Head ~- 5
Uegradalion s egas «
N Four Hatioral A¢ sdemy for Nuclewr rareng m
tnformation 1 cchnoloqy ProtesNONl Gy eIOMent SEMTl 3 wWar e tecenty Resources
U. S Perfurimance B P i
I ators
[T LTINS R L T € Nucleas Digest . Apait 2004 v
P Uernet
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4. Select “Technical Exchange.”

. ) T R S
3 Nuclear Network Home Page - Microsaft Internet fxplorer provided by eXCITE '\:JZ'J._ ‘2‘
Fle EQR Yew Favortes Jook Heb o
. . . N 1, )
Dok = X (B, swa et gl meds £ - ;
5 €] hetp:Jowwwe.inpo.orginn04 /NNHomePage . 2sp _ v ﬂ Go Lon ®
“UIND 1sie “iewng | Contact A
Home Page| Search l tap | | Requirements| ~ Us
Operating Experience
Your password will expure in 60 days Click HERE to change your
Anglysis password.
Nucicar Hetwork'®
Consohdated Qats tatry
EPEXCHPRDS Reports ‘I
Plant Fualuations nuc ear ®
Organizational network
tHectiveness L—’,/
Safety Culture
Accredtation & Tianming .
- What's New - Search Newsgioups
Assistance
Operatons SOERs, SERs., SENs. .
O2HRs Cootdinators Coines
Maintenance
tugmeerng Technical Exchange INPO Web ID
Post Message Request Foim
Materials
Download New - Nuclear Network®
Cheustry Messayes Manual
Radtot | Prote
totoqical Protection OF & NRC Helb Desk
Emergency Preparcdness Event Extract - elp Le:
Human Performance
Daily Plant .
Outage and Work - Statits Reports Emergency Hotline
Management
information Technology . Secure E.-mail - Usage Statistics
U.S. Perfortnance Using Nuclewm
Indicators Netwoik®
v
@ Internet
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5. Select “Plant Event Reports” which are operating experience reports posted daily as they
are reported by industry nuclear plants.

2 Technical Fxchange - Microsoft Internet { xplorer provided by eXCiif
Fle £dt Yew Favorkes Tools Help

Qo - X @ L e e e @ - B -

25 ) PRt fowwe 000t GInnA Techric A xchange TechEXOw asp . ’ v e L

G

TECHNICAL
EXCHANGE

The Technical Information Exchange categories pronde a worldwide forum for shaning technical and general plant operating experience information by posting

quastions, answers, and informational messages. Click on a category below, and addiional categories will be displayed for selection Click herg or on the globe €
beside each category for guidance on the types of information that should be exchanged in the techmcal information exchange categories. Additionally, each
category guideling provides 8 recommended distnbution to help ensure that messages are 1ssued to all applicable plant groups

To post a test message click here OE Report Formatter OE Report Guidance

Moasage Reteqtion Info How to use the OE Formatter OE Report Checklist

® intenet
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bdl

6. Select “Plant Events Reports: Operating Experience Reports

‘A Technical fxchange Microseft Internet Explorer provided by eXCITE

Fle Edt  Yew Favorkes Took Heb
Ow . X z] T . sewth 7 Favontes @M Meds &4 - .

b g8 D, I090.0rgJN04{Tachnic 2 xchange T echE xDI . asp 2 Pant % 20E vent % 20Raports

Plant Event Reports

Radloactive Waste

&€ Radicactive Waste Genergl
Records Management

€ Records Management Document Retrieval

Regulatory Reports

@ Internet
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7. Access individual reports of interest and download onto the “O” drive at O:\EH-3\QA
EH-3 and historical QAWG\Data Collection Sheets.

3 inpo. planieventroports.operalingexpericncereports - Micrasoft Outook Newsreades

'1) . ¢ o © . | . ’ - ~
New Post Addresses Fnd Newsgroups

okders ' . x & o R e . . R

Outiock Newsreader OE18334 - An Employee Recelving an Eectric Shock while Racking in the Sowrce Range Drawer 5/10/2004 «:

Q) Locai Foiders 0€18119 - RCS Cold Leg RTDs Unexpectedly Falied 5/10/2004 3

P TP 0E18333 - Safety System Unavailability Accrued During Solid State Protection System Testing Mot L. $/10/2004 1:

(3"""‘ d POrts.op ereports | OE18332 - Follow up to DE 17853 (Probable (ause) - Service Air Control Uabinet Relay Failure Causes.. 5/10/2004 1:

CE18331 - OtM design flaw caused on apparent low oif pressure ot pressure switch 5/10/2004 1
! OE1B330 - Single Point Fallure Vulnerability 1dentified Within The Pre-(oat System S/10/2004 1
' 0€18329 - Lack of Secondary Retention Device in Butterfly Valves Results in Excessive Leakage $/10/2004 1
|0€18328 - Radistion Detector May Mot Alarm When Mispositioned 5/10/2004 }
018327 - Battery Charger Age-Related Fuse Fadhure $/7/2004 X1
010326 - Incresse In Reactor Feed Pump Seal Leakage 5/1/2004 20
OE18325 - Inadvertent Start of Emergency Diesel Generator 5/7/2004 220
DE18324 - Reactor Coolant System Activity Reduced Significantly During Refueling Dutage $/7/2004 1:1
OE18323 - Gust Of Wind Unexpectedly Rutates Large Free-Wheeling Cooling Tower Fan Blade Assem..  S/7/2004 1:1
OE18322 - EMI Spiking of Steam G Wide Range Level Input $/1/2004 %4
ftmml - Monthly radiclogical effluent refease report did not inchude curies of trithem from a 2/29/..  S/7/2004 7:3
OE 18320 - Reactor “Under-the-Head”™ Inspection —- Lessons Learned 5/6/2004 21
OE18319 - D11 Emergency Diesel Generator (EDG) Brush Holders Found Loose in Rotational Direction... $/6/2004 X1t
OE 18318 - Follow-up to DE1T795S - Fuel Line Leak on Emergency Diesel Generator $/6/2004 2:§
OE18317 - Reactor Coolant Pump DU Leakage 5/6/2004 225
‘DE18386 - Prek Yy - Outside Di. Crcumd 1ol Crack Indications Detected in Steam Gen..  5/6/2004 2:2
'DE1831S - Operator actions for detection and mitigation of internal flooding events were not pesfor.  S/6/2004 2:1
:mlﬁld-lmmduhr"elh sulfate kinetics following condenser hydro with fluorescein dye 5/6/2004 2:1
:0£13313 - Restricted Equipment Used in Safety Related Service. $/6/2004 10
CE 18312 - Emergency Diesel Generator Declared Inoperable Due to NBO211 Lockout $/6/2004 8:1
OE18311 - Missed and Ineffective Raw Water Macro-Fouling Trestments 5/5/2004 1:1
OE18310 - Incorrect Boron Value Determined at FNP During Low Power Physics Testing $/5/2004 10
;,OE18309 - Unable to Isolate a Reactor Feed Pump to Pesform On-line Maintenance 5/5/2004 10
i OE18308 - Division 2 Emergency Diesed Generator ExhibRed a Spurious Alarm Caused by a Leaking Y. S/5/2004 10
;(!lmT—Fmto 017598, Fuef Failure Inspection Resuls $/5/2004 18
s PRRRSER Y P RN
:ant To:

< > ' Subject:

16008 message(s), 16008 urvead 3] working Onine

8. Logoff the INPO website.
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3.7  Sample Lines of Inquiry

The investigation should address the following lines of inquiry to determine if DOE facilities
have procured and/or used material/parts, components or equipment supplied by company name
or company name vendors and if so, what actions need to be taken.

1. Has site contractor(s) (including their subs) procured or used material/parts, components or
equipment that may have been heat-treated, supplied or tested by company name after date?

2. Has site contractor(s) (including their subs) procured or used material/parts, components or
equipment that may have been supplied or tested by company name from vendors/suppliers
identified on the attached list (4ttach vendor list if applicable), after date?

3. If material/parts, components or equipment heat-treated, supplied or tested by company name
or company name vendors were procured, were they identified as nonconforming and either
removed or technically justified for use?

4. 1If you discover that site contractor(s) (or subs) have or use material/parts, components or
equipment, supplied or tested by company name or company name vendors:

a.  Determine whether these material/parts, components or equipment are installed in
any system performing a safety function (i.e., safety class or significant system) or if
they are intended for use in a safety system but are still in inventory; or if installed or
intended for use in mission-sensitive application. If you discover parts in safety
systems, please perform engineering evaluation to determine any reliability impact, if
possible, remove these items from service immediately or during regular scheduled
maintenance and perform an engineering evaluation to qualify items that can be left
in place, including technical justification for doing so.

b.  Collect and track information on procurement and use of company name
material/parts, components or equipment for non-safety related systems. Tracking the
use of these potential nonconforming or suspect parts may be an issue because
nonconforming parts can and have later end up in safety applications.

5. Information collected should include the contractor/supplier/vendor by site, type of
materials, and quantity. Other information such as part number or model number and
application/systems may be useful information to share with other DOE sites.

6. Determine the cost associated with this investigation. The Office of Inspector General will
attempt to recover the cost associated with the investigation. The cost should be broken into
categories: total cost for man-hours; total cost for disposition of material (i.e., replacement
cost, scrap cost, etc.); total cost for travel (if any) and total cost for testing (if any). It is not
necessary to submit backup documentation, but your respective sites should maintain it in
case the costs are changed later.

7. Identify training provided by the DOE and the contractor in the area of suspect counterfeit
parts per DOE Order 440.1A, Worker Protection Management for DOE and Federal
Contractor Employees.
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3.8 Sample EH-1 Memorandum to PSOs

MEMORANDUM TO: RAYMOND ORBACH, SC-1
CARL MICHAEL SMITH, FE-1
WILLIAM MAGWOOD, NE-1
DAVID GARMAN, EE-1
MARGARET CHU, RW-1

FROM: BEVERLY A. COOK
ASSISTANT SECRETARY
ENVIRONMENT, SAFETY AND HEALTH

SUBJECT: Investigation of the Use of Improperly Heat Treated Aluminum
Supplied by Temperform USA

On February 14, 2003, the Defense Nuclear Facilities Safety Board (Board) sent a letter to the
Secretary requesting a report “ ...that documents implementation of the complete set of actions
required to verify that no aluminum parts heat-treated by Temperform USA are in use in safety-
related or mission-sensitive applications.” The potential implications of improperly heat-treated
aluminum supplied by Temperform and in use within the Department goes beyond defense
nuclear facilities. The Secretary’s Office has assigned me as the lead for this issue and the
purpose of this memorandum is to request your assistance in completing the investigation into
the possible use of improperly heat-treated aluminum material/parts from Temperform.

Although the DOE Quality Assurance Working Group has collected a substantial amount of
information, it is not clear that the investigation results were adequate and/or consistent. I
request that you complete or verify that your investigation is complete based on the attached
lines of inquiry (Attachment 1). This will help us determine in a consistent manner if the
Department has procured and/or used heat-treated aluminum material/parts or equipment
supplied by Temperform or Temperform vendors and if so, what actions need to be taken.

To support this effort, please provide a schedule by April 30, 2003, for completing your
investigation to address the attached lines of inquiry. The Defense Criminal Investigative
Service has given permission to release to Department contractors the affected part numbers and
the identity of the companies that sent parts to Temperform. Attachment 2 is a list of the
companies who had parts processed at Temperform and/or who approved Temperform as a
vendor. The part number list is a 1,200 plus page document and can be provided, if needed.

Based on your input, we will prepare a report to document our findings. I have assigned

Mr. Ray Hardwick as the senior manager in EH to coordinate both the response to the
Temperform issue and to suggest a corporate process to ensure adequate disposition of future
issues. I also request that you designate a senior manager from your organization to work with
Mr. Hardwick on these issues.
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3.8 Sample EH-1 Memorandum to PSOs (continued)

If you have any questions concerning this request, please call me or Mr. Hardwick at
(202) 586-0307.

Attachments

cc:

R. Hardwick, EH-2
R. Milner, RW-1
M. Johnson, SC-1
G. Staffo, EE-3C
C. Zamuda, FE-7
R. Lange, NE-40
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39 Sample Investigation Closeout Package

MEMORANDUM TO: GREGORY FRIEDMAN

INSPECTOR GENERAL, U.S. DEPARTMENT OF ENERGY
FROM: BEVERLY A. COOK

ASSISTANT SECRETARY

ENVIRONMENT, SAFETY AND HEALTH

SUBJECT: Results of Investigation of the Use of Improperly Heat Treated
Aluminum Supplied by Temperform USA

Over the past several months the Department has been investigating the use of improperly heat
treated aluminum supplied by Temperform USA. The Secretary’s Office assigned me as the lead
for this issue and the purpose of this memorandum is to provide a consolidated report of the
results of the investigations across the Department. The results of the investigations conducted
at the Department’s defense nuclear facilities have been forwarded to the Chairman of the
Defense Nuclear Facilities Safety Board in response to concerns they expressed earlier in the
year.

The attached report provides a summary of the results of the investigation, including the cost
associated with conducting the investigation. While the investigation indicates that some of our
sites did have procurements involving Temperform USA or its vendors, we have not identified
any safcty issues associated with the procurement or use of these parts and materials. The
reported cost associated with this investigation is $240,737.77.

Specific information related to individual site investigations may be obtained by contacting the
responsible program office directly. If you would like assistance in doing this, or require
additional information from my Office, please contact Mr. Frank Russo at (301) 903-8008.

cc:
E. Beckner, NA-10
J. Roberson, EM-1
R. Orbach, SC-1

W. Magwood, NE-1
C.M. Smith, FE-1
D. Garman, EE-1
M. Chu, RW-1

L. Otis, GC-1
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3.9  Sample Investigation Closeout Package (continued)

M. Whitaker, S-3.1
R. Hardwick, EH-2
F. Russo, EH-3

J. Mangeno, NA-3.6
X. Ascanio, NA-124
S. Johnson, EM-5
R. Milner, RW-1

M. Johnson, SC-1
G. Staffo, EE-3C

C. Zamuda, FE-7

R. Lange, NE-40

B. Burdick, IG - 221
P. Gervas, GC-61

F. Tooper, EH-32
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U. S. Department of Energy

Report on Results of Temperform
USA Investigation

Washington, D.C. 20585
November 5, 2003
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U.S. Department of Energy — Report on Results of Temperform USA Investigation

Background

In June 2002 the Government-Industry Data Exchange Program (GIDEP) issued an Agency Action Notice regarding
the improper heat treating of aluminum parts by Temperform USA. The notice indicated that Temperform USA
allegedly provided false certifications of heat treating processes and quality inspections from 1998 to at least 2000
on numerous Department of Defense (DoD) programs. Although the notice was directed primarily at DoD, National
Aeronautics and Space Administration (NASA), and commercial prime contractors involved with aviation and
aeronautical programs, the notice did recommend that other organizations “... review all orders or procurements
associated to aluminum alloy parts, (especially parts identified as “flight safety critical”) for possible impact....”

In response to that GIDEP Notice, the DOE Quality Assurance Working Group (QAWG) sent an email to its
members in July 2002 requesting information to determine if any weapons systems, support devices, or any other
programs had parts or raw material that may have been heat treated, supplied, or tested by Temper-form USA. A
follow-on email was sent to QAWG members in December 2002 to provide additional information and to clarify the
request.

In February 2003 the Defense Nuclear Facilities Safety Board (Board) sent a letter to the Secretary of Energy
indicating its concerns with the Department’s progress in addressing the Temperform USA issue. The letter
requested a report that documented the implementation of the complete set of actions required to verify that no
aluminum parts heat treated by Temperform USA are in use in safety-related or mission-sensitive applications.

Although the QAWG had collected a substantial amount of information, it was not clear that the investigation results
were adequate or consistent or that they would support an adequate response to the Board’s request. On March 18,
2003, the Assistant Secretary for Environment, Safety and Health (EH) sent a memorandum to Environmental
Management (EM) and the National Nuclear Security Administration (NNSA) requesting that they verify
completion of their inquiries into possible use of items heat-treated by Temperform USA. On March 25, 2003, EH
sent a memorandum to the other program offices also requesting that an investigation be conducted.

The EH memorandums included lines of inquiry that were used as a basis for conducting the investigations. The
Defense Criminal Investigative Service gave the Department permission to release to Department contractors the
affected part numbers and the identity of the companies that sent parts to Temperform USA. That list of the
companies who had parts processed at Temperform USA or who approved Temperform USA as a vendor was
included with the EH memorandums. The part number list (a 1,200 plus page document) was made available to the
program offices to support their investigations. The EH memorandums and lines of inquiry are included as
Attachment One.

All of the responsible program offices completed their investigations and submitted the results of their reviews to
EH. The investigations identified some materials and parts procured from Temperform or vendors. However, the
investigations confirmed that these materials/parts were not used in any safety-related or mission-sensitive
application at any site. The total reported cost associated with this investigation is $240,737.77.

In the case or EM and NNSA, a report was previously provided to the Board in response to their concern in this
area. A summary of the conclusions provided in that report, as well as the results of the other program office
investigations are provided below. Additionally, copies of the program office responses provided to EH are
included as Attachment Two.

Investigation Results
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U.S. Department of Energy — Report on Results of Temperform USA Investigation

Temperform Safety-Related
. or .. . " Reported
Location or Mission Disposition S
Temperform .. Investigative Cost
Sensitive?
Vendor?
National Nuclear Security Administration
Action Completed — $3,500.00 — SNL
SSO/SNL Yes No Records reviewed. Vgrlﬁed $3,000.00 — SSO
no safety system or mission
sensitive application.
Action Completed — $7,5400.00 - BWXT
PXSO/BWXT Yes No Records reviewed. Vt.:rlf.'led $713.00 - PXSO
no safety system or mission
sensitive application.
Not Not Applicable. $2,175.00 - WSRC
SRSO/WSRC No . $2475.00 - SRSO
Applicable
Action Completed — $6,000.00 - LASO
Records reviewed. Verified | $83,000.00 - LANL
LASO/LANL Yes No no safety system or mission
sensitive application. Parts replacement —
$17,000.00 - LANL
Not Not Applicable. $600.00 - YSO
YSOBWXT No Applicable §1220.00 - BWXT
Action Completed — $12,750.00 - LLNL
LSO/LLNL Yes No Records reviewed. Vc'zrlf.'led $4,000.00 - LSO
no safety system or mission
sensitive application.
Action Completed — $3,582.00 -
KCSO/ Yes No Records reviewed. Verified | Honeywell
Honeywell no safety system or mission | $600.00 — KCSO
sensitive application.
Action Completed — $2,500.00 — Bechtel
Nevada Test Site Yes No Records reviewed. Vérlf.'led $3,000.00 - NSO
no safety system or mission
sensitive application.
Environmental Management
Carlsbad Field N Not Not Applicable $86.64
Office ° Applicable
Idaho No Npt Not Applicable $4,860.00
Applicable
Ohio No N‘ot Not Applicable $1,789.00
Applicable
32
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U.S. Department of Energy — Report on Results of Temperform USA Investigation

Temperform Safety-Related
. or . . . Reported
Location or Mission Disposition o
Temperform Sensitive? Investigative Cost
Vendor? ’
. Not Not Applicable Insignificant
Oak Ridge No Applicable
Office of River No Not Not Applicable $5,883.00
Protection Applicable
Not Not Applicable $380.13
Rocky Flats No Applicable
Not Not Applicable BHI - $2,500.00
Richland No .
Applicable PNNL - $3,650.00
. Not Not Applicable $750.00
Savannah River No Applicable
Office of Science
AMES No Not Not Applicable $4,000.00
Applicable
ANL — E/'W No Not Not Applicable $4,000.00
Applicable
Items purchased were $23,000.00
procured specifically for
non-safety applications.
These items were either
BNL Yes Not subsequently discarded,
Applicable manufactured prior to 1998,
or used in assembly tables
and tooling. Not deemed
necessary to track.
FNAL No Not Not Applicable $11,120.00
Applicable
LBNL $10,000.00
ORNL No Not Not Applicable $8,814.00
Applicable
PNNL No Not Not Applicable $3,650.00
Applicable
PPPL No Not Not Applicable $1,000.00
Applicable
SLAC $1,600.00
Not Not Applicable Insignificant
TINAF No Applicable
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U.S. Department of Energy — Report on Results of Temperform USA Investigation
Temperform | o cety-Related
. or .. . " Reported
Location or Mission Disposition S
Temperform .. Investigative Cost
Sensitive?
Vendor?
Energy Efficiency and Renewable Energy
|
NREL No N.ot Not Applicable Insignificant
Applicable
OfTice of Civilian Radioactive Waste Management
; Yucca Mountain No N‘ot Not Applicable Insignificant
Applicable
Yucca Mountain No Npt Not Applicable Insignificant
Applicable
Fossil Energy
All FE Field Sites No N‘ot Not Applicable Insignificant
Applicable
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ATTACHMENT ONE

EH Investigation Request and
Lines of Inquiry
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ATTACHMENT TWO

Program Office Response Memorandums
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3.10 Sample List of SME Contacts to Notify of Important Issues

November 2003

Anyone identifying names that should be changed are encouraged to provide the update
information to Rick Green, EH-32 at 301-903-7709 rick.green@eh.doe.gov , Tom Williams, EH-
32 at 301-903-4859 tom.e.williams@eh.doe.gov, or Mark Petts, EH-32 at 301-903-2414
mark.petts@eh.doe.gov

1.

R o

8.
9.

10.
11.
12.
13.

14.
15.
16.
17.
18.
19.
20.
21.

22,
23.

DOE Office of Aviation Management, Robert Jenkins robert.g.jenkins@hg.doe.gov, James
Combs jcombs@doeal.gov

Backup Power Working Group, John Fredlund, NNSA HQ John.Fredlund@nnsa.doe.gov
Chemical Safety Topical Committee, Gail Kleiner, Gail.kleiner@hq.doe.gov
Construction Safety, Pat Finn, pat.finn@eh.doe.gov

DOE Chief Information Officer, Brenda Coblentz, Brenda.coblentz@hgq.doe.gov
Emergency Management SIG, Dorothy Manning, manningd@orau.gov

Energy Facility Contractors Group (includes maintaneance, SQA), Joe Yanek,
joseph.yanek@srs.gov

Fire Protection Topical Committee, Jim Bisker, jim.bisker@eh.doe.gov

DOE Office of General Counsel, Paul Gervas, PAUL.GERVAS@hqg.doe.gov

DOE Hoisting and Rigging Technical Advisory Committee, Pat Finn, pat.finn@eh.doe.gov
Industrial Hygiene/Occupational Safety SIG, Deborah McFalls, mcfallsd@orau.gov
DOE Office of Inspectors General, Brent Burdick, BRENT.BURDICK@hgq.doe.gov
Packaging Management Council, Ashok Kapoor, DOE-AL, and Jim Johnston, LANL
hmconslt@lanl.gov

Performance Based Management SIG, Paul Krumpe, paul.krumpe@dp.doe.gov
Procurement, Richard H. Hopf, ME-60 202-586-8613 Richard. Hopf(@hqg.doe.gov
Quality and Safety Management Special Interest Group (QSM-SIG) Katherine Brack
kjbrack@pantex.com, , *Bud Danielson bud.danielson@eh.doe.gov , Denise Viator
viatord@orau.gov

DOE Radiation Control Coordinating Committee, Maria Gavilras-Guinn_Gavrilas-
guinn@em.doe.gov, , Joel Rabovsky, joel.rabovsky@hg.doe.gov

Safety Analysis Software Group, Dae Chung, Dae.chung@nnsa.doe.gov

Security, Ron Edge, SO-11, Program Manager 301-903-4247 Ronnie.Edge@hq.doe.gov
DOE Contractors Supplier Quality Information Group (SQIG), Steve Stein,
steinl@bnl.gov

Transportation External Coordination Working Group, Judith Holm, Co-Chair
jholm@doeal.gov

NNSA Weapons Quality Assurance, Joel Smith joel.smith@nnsa.doe.gov

Welding Topical Committee, William S. Harker harkerws@id.doe.gov
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3.11 Sample S/CI or Defective Item Distribution List

This list is used to forward significant new S/C-DI information (e.g., alerts, training manuals) via
e-mail to registered users of the S/C-DI website. The S/C-DI push mail distribution list is
comprised of at least two separate alphabetized lists of registered S/C-DI website users and is
available at

O:\QA EH-3 and historical QAWG\Contacts\ SCI Registered Users with DNFSB w-o0 most EH.
This list is updated by EH-3 staff as additions and deletions are identified.

%3 SCI Regislered Users with DNISB A-L - Distribution List s
Bl L&t fYew [nsert Tooks {Actions Heb . .
Rsveadors & Y BB v 3 X ¢-9o- 7,

Murbevs]ﬂo(osl

G
Selsct Members, .. ] Add New... i Remove Update Noyy z

0 Name E-mal -
¥ix) Aquirre, Ruchard rchard. aguirto®irwin. army. mi i
1] Anderson, Dennis denves_|_andersongprl.gov i
'] Arrwane, Conree E arwaneceornl.gov !
) Aathurs, Pobert rarthur sghani.gov :
|1%] Atwood, Pichard awoodrPbechtelicobs.org ;
7] Barnes, Craig barnestyPrw .doe.gov :
72) Boausoled, Geoffrey L beausogkPid. doe.gov
'T] Biddord, John john_c_bick} ordxl.gov :
7e) Brd, Waker wrbe dBani.gov i
'Ta) Brorkeds, A Abert_W_Al Bjorkedadr. gov :
' 7h) Blowers, Jamie biower s@¥nal.gov :
| =] Booth, Wayne wayne, Booth@rw.doe.gov i
Tk Bowaden, Lnds bovidenii@ny .doe.gov

5= Branagan, Edward edward. branagantbhy. doe.gov

i) Brandt, Xenneth Kbrandt@hani.gov

7] B anson, Gary Qab®wel.gov

7] Brocher, villam wie ocker @anl.gov

Tie] Bruno, Damon Damon. Bruno®spr.doe. gov

2] Buckd, £4 ed.buckigdch. doe.gov

o) Bukovitz, James 1mes b oviz@sts.gov

 fa| Burns, Samuel shurns@atfye.com

=] Busche, Donna donna_m_busche@rl.gov

T Caidwel, Mchele ) (TNEEL) caldwempPid.doe.gov

1is] Capshaw, Roy roy .capshavPymp.gov

' Tw] Carson, Charies CCarsonPnnm. doe.Qov

' Tie] Carter FeHen hckien@jab.org

"] Cassingham, Bertha bertha. cassingham@weop. ws

‘"] Cochw ane, Mchael S mscoche a@bechtel.com

7] Cofone, Lous Lous. Cof onegdnnsa, doe . gov

| iw] Cole, Matt Matt .Cole@scence. doa.gov

Tef Coll, Rafael rcoldfnal.gov

7] Corwoy, Michael Michael. Conroy@em. doe.gov .
_Cuegones.,. : [ Prvate |~
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3.12 S/CI Annual Report Example

The S/CI annual report is available at http://www.eh.doe.gov/sci/ under the title “Analysis and
Trending of Suspect/Counterfeit Items at DOE Facilities.”

TABLE OF CONTENTS
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1.2.2 Analysis of Temperform USA InVestigation ...........c.ccceieericrenincncnnneinincneiisenneeseeenens
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2.0 CURRENT STATUS OF S/CI-DI IN DOE FACILITIES .. .ceuiittiiiiieiriterieeivirerreciieeeranessnessnnnns

2.1 SOUICES OF STCI-Dl..cooooeeeeeeeee e eeeeeeee et et eeeeeteeeesseeaseeeetasesaessaeestasasasasssstaseeaseesssasseaeseeessesssasmsaeeeasas |
2.1.1 ()24 TSRS RURUURRRTRR
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2.2 Distribution of Recent S/CI-DI by Operations/Field Office......c..ccccoonivninninniiiiniiininiicieee
2.3 Where Were S/CI-DI found in the Field.........cco.ccooiiiiiiiccccicecccie
2.4 Categories of S/CI-DI found in the Field.......c..cccooiiiiiiiniiiieincceeicteee e
2.5 Operating EXPErience SUMMATIES. .......ccctiitriteruerieitenrererteteereeeeeeseteseesstsstessesseessesteessesessssossessesseosss

2.6 EH Safety ALBITS ..ccvieiiiieciieiieeiecciteete et s st e e e s sie et easesaassse e asasan e see s eeasbasssasesassbnessseenseentanssesnses

3.0 TTAINING ..eiieeieieiieiiirieereeeeeeteeeeseeessrerereeeesssssanananseesessnsnssseessanasnsssseeaneesesasassnensnnssesssserannsseneens
4.0 S/CI-DI WEDSIE ... .eeeerurieieriereieiitreeeeerieeesentrteeeeitreeeetaraesesseteeasastaeeeeaasesasessnssaaessasaeessssssesenne
APPENDIX A. ACRONYMS ... ittt et e sttt e e e e s eee e te s e e e se s sbbbbanaeesassessmnrenaesess

APPENDIX D. EXAMPLES OF SUSPECT/COUNTERFEIT (S/CI) ITEMS FOUND
AT DOE SITES ... ettt et et ae s e arae s s bes e s s bbae e s s ebas e s e smeneesans
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3.13 S/CY Annual Report Example (continued)

Figure 1.

Figure 2.

Figure 3.
Figure 4.
Figure 5.
Figure 6.
Figure 7.
Figure 8.
Figure 9.

Figure 10.
Figure 11.
Figure 12.
Figure 13.

Figure 14.

Figure 15.
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3.13 S/CI Annual Report Example (continued)

EXECUTIVE SUMMARY

This report was prepared by the Office of Environment, Safety and Health (EH), to disseminate information
regarding Department of Energy (DOE) suspect/counterfeit items (S/CI) and defective items. EH has assumed
responsibility for activities associated with S/CI and defective items from the Department of Energy (DOE) Quality
Assurance Working Group (QAWG). Within EH, the Office of Corporate Performance Assessment (EH-3) now
routinely collects, screens, dispositions, and communicates information on S/CI and defective items that could
potentially impact operations at DOE facilities.

This semiannual report updates the S/CI report issued in April 2003 by the QAWG, and includes data on S/CI events
reported in the Occurrence Reporting and Processing System (ORPS) between January 1, 1991, and June 30, 2003.
The report provides the DOE complex with general information, trends and analyses about S/CI and defective items
and related quality assurance/procurement issues. As described in the report the following is a summary of the
current S/CI and defective items:

S/CI events reported during the first six months of 2003 (26) continue to be reported at a rate
similar to 2002 (54).

There were no injuries or near misses resulting from S/CI within the DOE complex.

While the number of S/CI reports has decreased since the peak of 144 in 1994, the number of
S/CI events reported has remained relatively constant (approximately 55 per year) since
2000.

During the previous reporting period from January 1991 through December 2002, ORPS
reports indicated that 92% of S/CI pertained to fasteners. During the current reporting
period, 81% of the reported S/CI events pertain to fasteners.

During the previous reporting period from January 1991 through December 2002,
approximately 74% of all S/CI were found subsequent to installation. During the current
reporting period, this improved to 65% for the reported S/CI events pertaining to installed
items.

The Office of Independent Oversight and Performance Assurance (OA) conducted a special
study of the Department’s management of S/CI, including a recent issue regarding improperly
heat-treated aluminum. The OA report indicates that some S/CI processes were effective at
some DOE sites. However, there were weaknesses in the S/CI processes at DOE Headquarters
and most sites in a number of important areas including timeliness and thoroughness in acting on
S/CIL.

The entire report is also accessible on the EH website at http://www.eh.doe.gov/sci/.
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